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Modular  Verification of Computer  Communication . .  

Protocols 
BRENT  T.  HAILPERN, MEMBER,  IEEE, AND SUSAN S. OWICKI 

Abstract-Programs  that  implement  computer  communications  pro- 
tocols  can  exhibit  extremely  complicated  behavior,  and  neither  in- 
formal  reasoning  nor  testing  is  reliable  enough  to  establish  their 
correctness: In this  paper we discuss the  application  of  modular 
program  verification  techniques  to  protocols.  This  approach is more 
reliable  than  informal  reasoning,  but  has  an  advantage  over  formal 
reasoning  based op finite-state  models: the  complexity  of  the  proof 
need  not  grow  unmanageably.as the  size  of  the  program  increases. 
Certain  tools  of  concurrent  program  verification  that  are  especially 
useful for protocols’  are  presented:  history  varigbles that  record 
sequences  of input and  output’values, temporal  logic  for  expressing 
properties that must  hold in  a future  system  state  (such  as  eventual 
receipt  of a message),  and  module  specification  and  composition rules. 
The use. of  these techniqqe5 is illustrated by verifying  two  data 
transfer  protocols frow  ‘the literature:  the  alternating bit  protocol and a 
protocol  proposed by Stenning. ’ ’ 

I. INTRODUCTION 

P ROGRAMS that  implement  computer  communication 
protocols  can  exhibit  extremely  complicated  behavior, 

because  they  mpst  cope  with  asynchronous  computing  agents 
and the possibility o’f failures in the  agents  and  in  the  commu- 
nication ‘medium.. A survey  of the  literature  in  the  area  of pro- 
tocol, verification  can  be.  found  in.  Bochmann  and  Sunshine 
[ 2 0 ] .  Most  previous  approaches to  verifying network  proto- 
cols  have  been  based upon  reachability  arguments  for  finite- 

’ state  models of the protocols. This  techniqu.e  has the  advant- 
age ,of being  easily automated.  ‘It  encounters  difficulties, 
however,  as  the  state space  of the  protocol  becomes large. For 
example,  finite-state  models  present  difficulties  in dealing with 
propertieq  related. to  correct  data  transfer, because  represent- 
ing  each  value, to  be transmitted -can make  the  ‘state space ex- 
tremely large,, and possibly infinite.  Bochmann  and  Sunshine 
[20] present  some  techniques  for  reducing  the  state  space: 
partial  Verification (not proving all aspects  correct),  combining 
or ignoring  certain  states,  using  assertions to classify states, 
and  focusing  search  (not  checking all paths). All these  tech- 
niques  involve.  ignoring  some states  or using  some ionfinite- 
state  tool  (which  cannot,  in  general,  be  automated). In con- 
trast,  the  approach  described  here  models  a  protocol as a 
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parallel  program, and  correctness  proofs  follow  the  Floyd- 
Hoare  style  of  program  verification.  Logical  assertions  at- 
tached to  the program  abstract  information  from  the  repre- 
sentation of the  state  and allow  reasoning about classes of 
states.  This  avoids the  combinatorial  explosion,  and  the  length 
of the  proof  need  not grow  unmanageably  as the  protocol 
size increases. (Our technique is not  automated,  but  many 
automatic  Floyd-Hoare verifiers are  being  developed  by 
others.) 

In  this  approach,  the  network/protocol  system is modeled 
by a  set  of  interacting  modules  that  represent logical units 
of  the  system,  such as the  communication  medium,  trans- 
mitter,  and receiver. There are two  kinds of modules to  be 
considered:  processes  and  monitors.  A  process is an  active 
program  component,  and  a  monitor is a  data  abstraction  with 
synchronization [ 3 ] ,  [8]. We exploit  the  modularity of the 
system  model  in the  construction of proofs.  At  the  lowest 
level, ’ the  properties  of processes and  monitors are  verified 
by  examination  of  their  code.  In  constructing  the  system 
proof we use  these  verified  properties  and  can  ignore the  in- 
ternal  structure of the  module  implementations.  For  example, 
buffers are an  abstract  data  type  that  can  be  implemented 
in many ways.  Any implementation  meeting  the  requirements 
of the  data  type  may  be used  in the  protocol  without  affecting 
the correctness  proof of  the rest of the  system. 

Two  kinds of properties, safety and liueness, are important 
for parallel  systems. Safety  properties have the  form  “bad 
things  will  not  happen.”  They are  analogous to partial  correct- 
ness and  are  expressed  by  invariant  assertions  which  must  be 
satisfied  by  the  system  state  at all times.  Safety  properties  are 
often expressed  in terms  of auxiliary variables that  record 
the  history  of  the  interactions of the  modules. Because  auxiliary 
variables  are not  implemented,  they  can  record  histories of 
unbounded  length  and  are  an  important  element  in our proofs. 
Safety  proofs  are  constructed as  follows. One  first verifies the 
invariants  of  the  lowest level modules  directly  from  the  code. 
One  then shows that  in  conjunction  these  invariants  imply 
the  invariants of  larger components,  ultimately arriving  at a 
proof  of  the  invariant  of  the  whole  system. 

Liueness properties have the  form  “good  things will hap- 
pen.”  They  include  termination  requirements in sequential 
programs  and  recurrent  .properties  in  nonterminating  pro- 
grims like  operating  systems.  Until  recently,  there  has  been 
little  work  on  the  verification  of liveness properties,  other 
than  sequential  termination. Because  liveness  refers to  the 
future  occurrence of a desired state,  conventional logical 
formulas,  which  only refer to  a single state, are. inadequate 
for  expressing  and  reasoning  about  liveness. To deal  with.live- 
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ness, we use the  notation  of  temporal logic 1161, which pto- ductive  assertion: 
vides operators  for  making  assertions  about  future program 
states.  Temporal  formulas  expressing liveness propekt,,es are 2 of ) .  
called commitments. Commitments  are verified in th&+ame 
modular  style  as  invariants:  one  first verifies the  commitmknts  Combinations ,of the  two  modalities  are also  useful.  For 
of the  lowest level modules  directly  from  the  code,  and  then *example, the  formula oVP (iHfinitely often P) implies that 

. .  

shows that, in  conjunction,  they  imply  the  commitments  of 
the higher level modules. 

The rest of  this  paper is organized  as  follows.  In  Section 
I1 we briefly review some of  the  tools we will use: temporal 
logic, history variables, and  modular  specifications.  In  Sections 
111 and IV we discuss the  verification of two  protocols,  Sten- 
nings protocol [ 191 and  the  alternating  bit  protocol [ 11 . 
Our  emphasis in these  sections is on  the  specifications of each 
module,  and  their  composition  to  imply  the  system specifica- 
tions. We will not  perform  the  lowest level verification of in- 
variants  and  commitments  from  module  code,  although we 
will indicate  how  it  could  be  performed.  That  phase of the 
verification is carried  out  by Hailpern [7] . 

11. VERIFICATION  TOOLS 

A .  Temporal Logic 

Temporal logic  provides operators  for reasoning about  the 
past  and the  future,  although we will only need the  operators 
for  the  future. In the  context of program  verification, the 
“future” is a  program  computation,  that is, a  sequence  of 
states  that  could arise during  program  execution.  Informally, 
the  first  state in a  computation  represents  the  present,  and 
subsequent  states  represent  the  future.  Computations  are  not 
restricted to  starting  at  the beginning  of the program, so a 
“future”  state in one  computation  may  be  the  “present” 
state in another. 

The version  of  temporal  logic we will use  was  developea 
by  Pnueli [5],  [ 161 -1181,  and is further  described  by Lam- 
port [ lo ]  . A discussion of  its  use in program  verification  can 
be found in Owicki and  Lamport 1151. Its  two basic operators 
are 0 (henceforth)  and 0 (eventually).  The  formula oP (hence- 
forth P) means “P is true  for all states in the  computation” 
(P is true now  and will remain true forever). The  formula 
OP (eventually P) is interpreted as “there is some  state in the 
computation  in  which P is true” (P is true  now  or will become 
true).  The  modalities 0 and 0 are  duals, that is, 

op=-v -p .  

When  we say that  a  temporal  formula is true  for  a  program, 
we mean  that  it is true  for all computations  of  that  program. 

Temporal  operators  can be  used to  express both  safety  and 
liveness properties.  For  example, program termination,  a 
liveness property, can  be  expressed  by  the  formula 

at P 3 0 after P 

where a t  P and after P are  assertions  that  are  true  of  states  in 
which  control is (respectively)  at  the  beginning  or  end  of the 
program. An example  of  a  safety  property is an  inductive as- 
sertion,  that is, an  assertion that will remain  true if it ever 
becomes  true.  The  following  formula  states  that I is an  in- 

there  are  an infinite  number  of  future  states  for which P is 
true.  (To  understand  this  interpretation,  note  that OP implies 
that P will  be true  in some ‘future  state.  The  formula 00P 
states  that  this will always  be  true.  In  particular, if P ever 
becomes false, it is guaranteed to  become  true  again  at  some 
later  time,  and  this  means  that it must  be  true an  infinite 
nqpber of  times.)  The 00 operator is especially  useful for 
st&ng  recurring properties  of  a  program,  for  example, 

00 (the  buffer is not  full). 

We will also use the  customary universal  and  existential 
quantifiers.  Thus,  the  assertion 

3n(V(x = 2 X n))  

states  that x will eventually  become  even.  Note  that n in this 
formula is not  a  program  variable; we  will not use formulas 
in  which  quantified variable  names  are  also  used  as  program 
variables  in the  program  under  consideration.  This should 
make  the  meanings of the  formulas  clear. For another  example, 
consider the assertion 

V i ( x = i > o x > i ) .  

This  assertion  states  that x only  takes  on  values that are  at 
least as  large  as its  initial  value,  regardless  of  what  that  initial 
value was. 

B. Histories 

Our  proofs use history variables to record  the  sequence  of 
messages that  are  the  input  and  output of the  modules of the 
system.  History  variables  have  frequently  been  used in reason- 
ing about  communication  systems [6],  [g] , [ I   I ] ,   [13] ,  [14]. 
The  initial value of  a  history variable is the  empty  sequence, 
and  the  only  operation allowed is appending a new  value. 

Suppose A and B are history  variibles. We write A ( B ,  to 
denote  that A is an initial subsequence of B.  This  means  that 
IA 1 < IB 1, and  the  two  sequences  are  identical  in  their first 
1A [ elements,  where 1 - 4  1 denotes  the  length of history A.  If 
X is a  history variable, the following  assertion is true  for  any 
program  containing X: 

V A q A  = x 3 o(A 5 x>). 

This  assertion  states that if there is some  point  at  which X 
has  the value A ,  then  at all subsequent  times A is an  initial 
subsequence of X .  This  follows  from  the  fact  that  the  only 
operation  on  a  history variable is appending  a new value. 

We now introduce some notation  for  describing  histories. 
Let A and B be arbitrary  history  sequences. I fA has  elements 
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u ,  U, y ,  z’ then we can  write 

A = (uwz) .  

If IA I = i~ then we may also  write 

A = 4~&’= 1 . 

We denote  concatenation of  sequences  by  juxtaposition, 
that is, 

A = ( U V H j ? )  = (uvyz). 

Finally,  there  are  certain  temporal  assertions  about  histories 
which we will  use often in reasoning  about liveness. The  first 
is an  assertion that  the size of  a given history will grow with- 
out  bound.  It is abbreviated  as u ( A ) ,  where 

u(A) = Yn(O(IA I > n))  

which is equivalent to 

u(A)=Yn(o( lAI=n>OIAI>n)) .  

The  second  assertion, given below,  states  that  a  particular 
value occurs an unbounded  number  of  times  in  the  history. 
Letting c ( A ,  m )  be  the  number  of  occurrences of m in A ,  we 
have 

uc(A , rn) = Yn(O(c(A, m) > n)). 

C. Modular Specifications 
A  module  specification  involves  three  kinds  of  information. 

First,  safety  properties  are given by invariants: assertions 
abobt  the  modules’s variables that are true  at all times  in  the 
computation.  Second, liveness properties are  specified  by 
temporal logic  assertions  called commitments, which  describe 
conditions  that  the  process causes to  become  true.  Finally, 
the services  provided by  the  module  to  other  modules are 
described  by pre-, post-, and live-assertions about  each  opera- 
tion.  Pre-  and  postassertions give safety  (partial  correctness) 
properties of the  operations.  If  the  precondition  holds  when 
the  operation  is, invoked,, and if it  terminates,  then  at  termina- 
tion  the  postcondition  must,  hold.  The variables  in  these as- 
sertions  must  be  private to the prbcess that invokes the  opera- 
tion,  in  the sense that  no  other process  can  modify  their  values. 
This  ‘avoids the  complexity  ,that  can arise when dealing with 
variables ,that are  shared  between  several  processes. (A general 
discussion of  private  variables is  given by  Owicki [ 131 .) The 
live-assertion  describes the  effects  that  the  operation causes 
when  it is invoked.  Live-assertions  may  involve  variables that 
can  be  modified  by,other processes. 

Verifying that a  system  meets  its  specifications is done  in 
serveral  phases.  One  phase is to examine  the  code  of low-level 
modules,  and prove that  it satisfies the specifications. In the 
other phase, the specifications  of  compound  modules are 
verified from  the  specifications  of  their  components. 

Verifying  safety properties  from  code is a  well-understood 
task.  To show that  an  assertion is invariant,  one  must  show 
that  it is true  initially,  and  that it is preseried  by  each  action 
of the  module  under  consideration (because all of  our invari- 
ants involve  only  local and  private  variables,  there is no need 
to consider  interference  from  other  modules).  Thus,  when we 
prove that P is invariant, we have  proved the  temporal asser- 
tion 

Init’ 2 0P 

where  Init’ is an  assertion that describes the initial  state  of 
the  program. Proving pre-and  postassertions of operations is 
essentially  verifying the  partial  correctness of the operation’s 
code.  Proofs of these  safety  properties  are  discussed  further 
in  Owicki [ 131 . 

Liveness properties of modules  (commitments and live 
assertions)  are  proved  from  code  using  axioms  and  inference 
rules about  the liveness properties of  program  statements,ex- 
pressed in  temporal logic. A  summary of  this  approach is 
given in  Section 111-D, and  detailed  rules  are  discussed  by 
Hailpern,  Owicki,  and  Lamport  [7] , [15] . Note  that  when we 
say that P is a  commitment, we mean  that 

Init 3 oP 

just as with  invariants.  However,  commitments are more 
complex  temporal  formulas  than  invariants.  For  example, 
commitments  often have the  form 

P 3 OQ. 

To  state  that  this  assertion is a  commitment  means  that  in 
any  computation  starting  in  a  legitimate  initial  state, whenever 
P becomes  true, Q will be  true  at  the same time  or  later. 

Compound  modules  are verified  by  .showing that  the 
invariants  and  commitments of  the  module  are  implied  by  the 
invariants  and  commitments  of  its  components.  At  this  stage, 
there is no need to  consider  the  code.  This  approach lessens 
the level of detail  which  must  be  dealt  with  at  each  step.  It  has 
the  further  advantage  that  the  system  proof  remains valid 
if any  component is replaced by  a  different  implementation 
that  meets  the same  specifications. 

111. STENNING’S  DATA TRANSFER  PROTOCOL 

To illustrate  the  application of  these  program  verification 
techniques to  communication  protocols we will discuss  a 
simplified  version of  a  data  transfer  protocol  presented  by 
Stenning [19]. (The original  version is discussed by  Hailpern 
[7] .) The  protocol is required to  deliver all input messages 
in  the  order  in  which  they are presented.  Stenning verified 
the  safety,  properties of the algorithm,  using  a  nonmodular 
proof  technique. He  did  not  consider liveness. 

Fig. 1 contains  the  code  for  the  simplied  Stenning  protocol 
to be considered,  and Fig. 2 is a  diagram  illustrating the 
network  structure.  The  protocol is composed of three  proc- 
esses: a  transmitter,  a receiver, and  a  communication  medium. 
The  transmitter  takes as input  an  unbounded  sequence of 
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Transmitter. process 

begin 
I initialize ) 
WaitingForAck .= I 
HighestSent := 0 

loop 

I send  messagc 1 
if (HighestSent < WaitingForAck) then 

HighestSent := HighestSent + I 
(x). read(da1a) 

mtr . send( [HigheslSent,  data] ) 
timer. start 

fi 

{ service acknowledgments 1 
if  (mrt . ExistsMl then 

mrt . receive(  [ackno,  ackl ) 

if  (ackno = WaitingForAck)  then 

t imer .  cancel 
WaitingForAck := ackno + 1 

fi 

fi 

{ service time-outs ] 
i f   ( t imer.  TimeoutsExist)  then 

t imer .  cancel 

mtr . send( [HtghestSent, data] ) 

timer, start 
fi 

(It is assumed that message corruption, if it can occur, is 
detected  by  a lower level checksum  mechanism,  and  that 
corrupted messages are  discarded.) 

The  protocol  must  ensure  that  the messages  are ultimately 
delivered  correctly in spite  of  this  unreliability.  This is ac- 

st!.- complished  by attaching  a  sequence  number to the messages 
sent  by the  transmitter  and  the  acknowledgments  sent  by  the 
receiver. The  transmitter sends each message repeatedly  until 
it receives  an  acknowledgment  of  that  message,  using  a  time- 
out mechanism to trigger the retransmission. The  first  time 
the receiver  gets a message with  a given sequence  number,  it 
records  the message in the  output  stream.  It also  sends the 
transmitter an  acknowledgment  for  every message it receives. 

The  names  of  the  history  variables  used in the  proof are 
indicated in the  network diagram in Fig. 2. As already  men- 
tioned, X is the  input  history  of  the  transmitter (and the 
entire  system),  and Y is the  output  of  the receiver  (and the 
system).  The  input  and output histories  of  the  message  me- 
dium  are a and /3, respectively,  while  the  input  and output 
histories  of  the  acknowledgment  medium  are y and 6 .  We de- 
note  the  unbounded  sequence of items  to be transmitted  by 

end  loop 

Receiver: process 

begin 

( Initialize I 
NextReauired : =  I 

loop 
I get message I 
mtr . receive( [messno. datal I 

if  (messno = NcxlRequirrd) then 

{ service new message ) 
(?I . wrtte(data) 
NextRequtred := NextRequired + I 

fi 

I send acknowledgment t 
mrt . send( [NextRequired - 1 ,  "ack"] ) 

end loop 
end process 

(b) 

Fig. 1. Stenning'sdata transfer protocol. (a) Transmitter. @) Receiver. 

p -41"py 
X read 

I 
transmitter & n r  

Y write 

Fig. 2. System diagram for Stenning's data transfer protocol. 

messages X from  source x. It sends  them to  the receiver, via 
the  communication  medium mtr. The receiver outputs mess- 
ages to  sink y (the associated output sequence is denoted Y) 
and  acknowledges  receipt via the  communication  medium 
mrt. Complications arise because the  communication  media 
are  unreliable. Messages can  be  lost,  duplicated, or reordered. 

These  are  the  values  obtained  from x, and  they  appear in the 
input  history X .  Note that D is a global constant  sequence, 
which  may  be  referenced in the  proof of  any  module. On the 
other  hand, X is a local  variable  of the  transmitter  module. 
A message containing  sequence  number i and  item di is de- 
noted  by Mi, that is, 

Mi = [i, di] . 

This is the  form of  messages in a and /3. An acknowledgment 
for message i, the pair [i ,  "ack"] is denoted  by Ai: messages 
in y and 6 have  this form.  Note  that di, Mi, and A i  are con- 
stants, whose  values do  not change throughout  program 
execution. 

The  remainder  of  this  section  presents  the  proof of Stenn- 
ing's protocol. We first give the  specifications of the  com- 
munication  medium  (Section 111-A), using  temporal  logic 
to  make precise  assertions  about  the  requirements it must 
satisfy. We next discuss safety  for  the simplified protocol, 
giving the  invariants  for  the  transmitter  and receiver  (Section 
111-B), and  then using them  to prove  system  invariants  (Section 
111-C). The  proof  of liveness properties in Sections 111-D and 
111-E follows the same pattern. 

A .  Communication Medium 

The  communication  medium used  by the  protocol is not 
defined  by  program  code; it is essentially a black box  about 
which we have  limited  information.  In  fact,  what we know 
about  the  medium is its  specifications.  (These  specifications 
could  be  verified  by  examining  the  code  of  lower level com- 
ponents  of  the  system,  just as the  specifications of the  trans- 
mitter  and receiver  can be verfied from  their code.) 
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Recall that a  module  specification  involves  three  kinds of 
information:  invariants,  commitments,  and service specifica- 
tions.  Because the  communication  medium we are  considering 
is an  unreliable  one, it has  a very  weak  invariant: nothing 
comes out  that was not  put  in, 

m E 0 3 m E a  (mtrl) 

m E 6 3 m E y .  (rnrt  1) 

Note  that m is a  free  variable, not a  program  variable. We 
observe  the usual convention  that  free variables  are  universally 
quantified.  Thus, m t r l  states  that every  message in  is also  a 
message  in a. These  safety  assertions  describe  a  medium  which 
may  lose,  duplicate,  and  reorder  messages: the  only  assump- 
tion is that  it  does  not  create  spurious  ones. 

The  invariants  above  would  be satisfied by  a  medium  that 
never.  delivered any messages, and  in  that case no  output 
would ever appear.  The  medium assumed by Stenning’s 
protocol  has  two  independent  commitments  that  guarantee 
that some  messages ultimately get through.  The  first is an 
assertion that if an  unbounded  number  of messages  are sent, 
then messages  are  infinitely often available to  be  received. 

u(a) 3 00 mrr.  ExistsM  (mtr2) 

~ ( y )  3 00 mrt ExistsM.  (mrt2) 

In  these  assertions we  used the  medium  function  “ExistsM,” 
which  returns  the value “true” if at least one message is avail- 
able. A module  function in an  assertion is interpreted as 
true of  a state if the  function  would  return  “true”  when  in- 
voked  in that  state. 

The second  commitment  asserts  that if the same  message is 
sent over and over  again,  it will eventually  be  delivered  (pro- 
vided that  the receiving  process  keeps  accepting  messages). 
This  commitment is expressed  by  the  formulas 

(uc(a, m) A u@)) 3 Om E P (mtr3) 

(uc(y, m) A u(6)) 3 Om E 6.  (mrt3) 

These  are  about  the  weakest  assumptions we  can  make  and 
still  be  able to show that  the  protocol is able to  deliver  mes- 
sages. 

Finally, we must  specify  the  operations  provided  by  the 
medium.  In  this case there are three:  send  a message,  receive 
a  message, and  check to  see whether  any messages  are  waiting 
to  be  received. The  specifications  of  these services  are given 
below  for the  medium  mtr;  the  specifications  for rnrt are 
essentially the same. 

send (m) 
pre: a = A  

post: a = A h )  
live: 0 after mtr. send 

receive  (var m) 
pre: = B 
post: 0 = BOn) 
live: Omtr. ExistsM 3 O(after mtr. receive) 

ExistsM 

pre: true 

post:  true 

live: Oafter mtr.  ExistsM 

Note  that  a  send  operation always  terminates,  and  receive 
terminates if a  message is available. The  pre-  and  postassertions 
of  mtr.ExistsM  are  both  “true,”  which gives no  safety in- 
formation  about  the  operation. In fact, we  will only use 
mtr.ExistsM in reasoning about  the liveness property  that  a  re- 
ceive operation  terminates. 

The  timer is another  black  box,  and we could  define  its 
properties in a  similar  way.  However,  because we will not  be 
doing  detailed  proofs,  it  suffices to  state  that if the  timer is 
set  and  never  canceled,  then  eventually  a  timeout  notification 
will be  received.  Hailpern [7] presents the details  omitted 
here. 

B. Safety: Transmitter  and  Receiver 

Safety  specifications  of  processes  are given by invariant 
assertions  about  the variables of  the process. To verify  a 
process  invariant,  one  shows that  it  holds  initially,  and is 
preserved by  each  operation  of  the process.  This is a  straight- 
forward  sequential  verification  problem. We do  not give the 
details of these  verification  steps  here;  we  merely  state the  in- 
variants  and  explain  them  informally. 

The  safety  specification  of  the  transmitter  consists of  two 
invariants  expressed  in  terms  of  the  abbreviations M j  and Ai 
defined  earlier: 

3n(X=(d i>r= ,  / \ ( m E a >  g i < n ( m = M i ) ) )  (TI 1 
I X l > k >  1 3 A k - ,  € 6 .  (E )  

The  first  invariant  states  that  when  n  items have  been input 
to  the  transmitter,  the  output  to  the  medium  contains  only 
messages that  correspond  to  those n items  with  sequence  num- 
bers  attached.  The invariance of T1 can  be  proved  by  noting 
that  it  holds  initially  (when all sequences  are  empty)  and  that 
it is preserved by  each  operation of the  transmitter. We could 
actually  prove  a  much  stronger  invariant  for  this version  of 
the  protocol,  but we do  not need it in the system  proof. A 
formal  proof  that  the  transmitter  maintains  these  invariants 
would  include  reasoning  about  the  transmitter’s  changes to  
CY and 6 ,  using the  pre-  and  postassertions  of  mtrsend  and 
mrt.receive given in  the  last  section. 

The  invariant T2 states  that  the  kth  input  term is not read 
until  after  the  acknowledgment  for  the  (k - 1)st message 
has  been  received.  This is obvious  from  the  transmitter  code. 

The receiver  has two  invariants,  which are  similar to  those 
of  the  transmitter: 

‘dm(m € 0 3 3 j(m = Mi)) 3 

(3n(Y L(d&=’=,) Ad/( E Y 3 M k  € 0 )  (R 1) 

A j E y > ( M , E p  A l Y l > i ) .  (R 2) 

Roughly  speaking,  the  invariant R 1  states  that  the receiver 
output Y will be  legitimate if its input is legitimate.  More 
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precisely, if /3 contains  only messages of  the  form [i, di] , then 
Y is a  sequence of data  items ( ~ ' i > r = ~ ,  and  each  datum in 
Y corresponds  to  a message that appears  in p. To see that  the 
receiver satisfies this  invariant,  observe  that it will add the 
ith element to  Y only  after  it receives  a  message with  sequence 
number i, and  the value that is appended  to Y is the  one  con, 
tained  in  the message. By assumption  each message  in /3 has 
the  form [i, di] ; therefore,  the  ith  element  of Y must be di. 

The  second  invariant  states  that if acknowledgment i is in 
the  output  history T, message i is in  the  input  history fl, and 
the associated datum di is in Y .  This is obvious  from  the  flow 
of  control  in  the receiver.  An  acknowledgment is only  sent 
after  the  corresponding message has  been  received  and  its 
datum  appended  to Y .  

C. Safety: System 

The  system  safety  specifications  are  also given by  an  in- 
variant  assertion: 

Y I X .  (SI) 

This  assertion  states that  the  output values  are  an  initial 
sequence  of  the  input values.  It does  not  imply  that  any 
output values  are  ever produced;  that  requirement is given 
in  the liveness  specifications to be  discussed  later. 

We proceed  by assuming the  invariants  for  the  transmitter, 
the receiver, and  the  communications  medium,  and showing 
that  the  system  invariant  must  follow. As a  first  step, we note 
that  the  hypothesis of the receiver  assertion R1 

Vm(m E 0 3 3 i(m = Mi)) 

follows  immediately  from  the  safety  properties  of  the  trans- 
mitter  and  medium. Because the  transmitter  only  puts legiti- 
mate messages into  the  medium (Tl), and  any message that 
comes  out of the  medium  must have been  put in by  the 
transmitter  (mtrl),  the receiver  can only  obtain  legitimate 
messages. 

Now let 

n = max {i: Mi E p}. 

Because the  hypothesis of R1 is satisfied, we know  that  the 
conclusion  of R1 holds,  namely 

Y 5 ( d i g  1 . 

But  by mtr l ,  

M n E / 3 3 M n E a  

and 7'1 implies that if M ,  E a, then I X I 2 n  and  hence 

M, E a 3 ( ( d i g  ] 5 X). 

Thus, we can  conclude 

Y I (di>Y= ] i x 
which  implies the  system  safety  assertion S I .  rn 

D. Liveness: Transmitter and Receiver 

The liveness  properties  of the  transmitter  and receiver  are 
given by  commitments.  Verifying  that  a  process satisfies its 
liveness  specifications  requires  reasoning  based on  assumptions 
about  the liveness properties  of  program  statements.  Formal 
rules for proving  liveness properties  from  program  code  are 
given by Owicki and  Lamport [15]. Here we merely  state 
the  specifications,  and give informal  arguments  that  they  are 
satisfied by  the process code. More  detailed  proofs  are given 
by Hailpern [7]. 

Our  assumption is that processes execute  fair&,  that is, 
each  process makes progress  unless it is blocked. More  pre- 
cisely, let s be  an unblockable  action  in  the  program. A t  s is 
the  assertion  that s is ready to  be executed, and  after s is 
the  assertion  that  control  has  finished s. Our  basic  liveness 
assumption  can  be  expressed in temporal logic  by 

at s 3 0 after s. 

In  the  protocol  system we are  discussing,  a  process  can only 
become  blocked  while  trying to  execute  a receive operation 
on a  communication  medium  which  has  nothing available to 
be  received. The liveness  specification  for  the  receive  operation 
(of mtr)  states  that receive will terminate if a  message is avail- 
able,  that is, 

(at  mtr. receive A Omtr.  ExistsM) 3 Oafter mtr. receive. 

Starting  from  these  assumptions  about program actions, 
one can  derive  rules for proving  liveness properties of larger 
program  statements.  For  example,  consider  a  program  state- 
ment of the  form 

loop S end loop 

where S is a  statement  that  does  not  contain  any  loops  or 
actions  that  could  be  blocked.  For  such a statement,  one  can 
prove 

a t S 3 o O a t S  

that is, control will infinitely  often be  at the beginning of S. 
(This is exactly  the  form of the  loop in the  transmitter  pro- 
gram.) On  the  other  hand,  consider  the receiver  program. 
Here  again we have  a loop,  but  its  body S' contains  the  state- 
ment  mtr.receive,  which  could  be  blocked. For this  loop 
we can  prove 

(at S' A o0mtr. ExistsM) 3 00 at S'. 

The  assertion  o0mtr.ExistsM  guarantees  that  whenever 
mtr.receive is started,  a message will eventually  be  available 
so that  it  can finish execution.  Thus,  the receive cannot be 
permanently  blocked,  and  the  loop  body is executed  infinitely 
often. 

So far, we have  only  talked about liveness properties  that 
involve  making  progress  in the  program. More  general  liveness 
properties  include  the  effect  of  program  actions on the  pro- 
gram  variables. For  example,  from  the  pre-  and  postassertion 



62 IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. COM-31,  NO. 1, JANUARY  1983 

of  send,  plus  the  fact  that  send  can never block, we can 
conclude 

(at mtr. send A 1 (Y I = k)  3 

O(after mtr. send A I (Y 1 = k + 1). 

For  the  transmitter,  in  which  mtrsend is embedded  in  a  loop 
whose  body is executed  infinitely  often,  we  can  conclude 

o ( l a : I = k > O l a l = k + l )  

which  implies u (a). 
Now  .let us consider  the liveness  specifications  of  the 

tranmiitter.  They  consist of three  commitments.  First,  the 
transmitter  output  history (Y grows without  bound: 

u (a). ( W  

This  commitment is independent  of  any  assumptions  about 
the  environment.  To see that  it is satisfied, we note  that  the 
transmitter  code is a  repeating  loop  which  can  never  be  blocked: 
the  only  operation  that  could  cause  blocking is “receive,” 
and “receive” is only  performed  when  an  acknowledgment is 
known  to be  available.  Given that  there is no blocking,  the 
timeout  mechanism  guarantees  that  a message is sent  out  at 
least  once  every  timer  interval. 

The  second  transmitter  commitment is 

oO(mrt. ExistsM) 3 u(6). (T4) 

This  states  that  the  transmitter will increase  the size of 6 
provided that  the  environment  keeps  making  acknowledg- 
ments available in mrt. This  follows  from the absence  of 
blocking,  and  the  fact  that  the  transmitter will accept  an 
acknowledgment  each  time  around  its  loop (if one is available). 

The  third  commitment is a  promise to  start  sending  the 
next  data  item as soon as the  current  one  has  been  acknowl- 
edged: 

Yi(AiE6 3 IXl>Z)3 

tlj(Ai E 6 2 (UC(OI, Mi+ 1 ) V I E 6))). ( 7 3 )  

The  hypothesis of  this  commitment is an  assertion that  the 
rest of the  system  must  satisfy:  an  acknowledgment  for mes- 
sage i is not received before  the  transmitter  has  started  to 
work  on message i. Under that  assumption,  once  the  trans- 
mitter receives acknowledgment j ,  it  starts to  send  message 
j + 1, and  it will send  that message an  unbounded  number of 
times unless it  eventually  receives  acknowledgment j + 1. 

Next we consider  the liveness  specifications  of the receiver. 
Again we have three  commitments,  and  they  are  quite similar 
to  the  commitments of the  transmitter.  First,  the receiver 
will  cause  and y to grow unboundedly as  long  as  it is able 
to  receive  messages from mtr. 

o0mtr.  ExistsM 3 u(y) (R3) 

o0mtr.  ExistsM 3 ~ ( 0 ) .  (R4) 

The receiver code satisfies these  assertions  because  the re- 
peated availability of  messages  implies that  the receiver can- 
not be blocked  at  its  receive  operation.  Therefore, it re- 
peatedly  executes  its  loop  body,  and  each  time it increases 
the  length of f l  and y. Note  that  the  transmitter  commitment 
T 3 ,  which  corresponds  to R3, did not  require an assumption 
about  the rest of the  system  in  order  to  guarantee  that  the 
size of (Y keeps growing.  This  difference between T3 and R3 
comes  from  the  fact  that  the  transmitter uses a  timeout 
mechanism  and the receiver  does not. 

The receiver’s third  commitment is to  acknowledge  each 
message it receives: 

~ i ( ~ j E P > I Y l ~ i - 1 ) A u ( P ) > 3  

Y j [ M i E P 3 ( 0 ( I Y I Z j )  

A (~47, Ai) V O(Mi+ 1 E fl>))I. (R 5 )  

This  commitment is analogous to  transmitter  commitment 
T5. Assuming that message i does  not  arrive  until  the  receiver 
has processed  message i - 1, and  that f l  grows unboundedly, 
the receiver will acknowledge  each message it receives until 
the  next  one arrives, and will add dk to  the  output sequence 
Y.  (It is necessary to assume u ( 0 )  because the receiver  can 
block if messages do  not  arrive;  such  an  assumption is un- 
necessary for  the  transmitter,  because  it  can never block.) 

E. System Liveness 
The  system liveness property we ultimately  want  to prove 

is that each  message is eventually output. Because the  safety 
property tells us that any output  produced is an  initial seg- 
ment of the  input  sequence, all  we need to  establish is that 
the  output  stream  gets  arbitrarily  long,  that is, 

u(Y). (S2) 

Our  first  step is to  prove that all of the  medium  history 
variables  grow unboundedly.  This  follows  from  commitments 
of  the processes  and  media: 

u ( 4  ( W  
u(a) 3 oO(mtr. ExistsM)  (mtr2) 

oO(mtr. ExistsM) 3 u(y) (R3) 

oO(rntr. ExistsM) 3 u(0) (R  4) 

u(y) 3 oO(mrt. ExistsM)  (mrt2) 

oO(mrt. ExistsM) 3 u(6).  (T4) 

In  combination,  these  assertions  imply  that all of the  history 
sequences  grow  without  bound,  that is, 

u(a) A uta) A U(Y) A u(6) 

and  that  input is infinitely  often available  for  mrt.receive and 
mtr.receive. 

We now  proceed to  prove S2, using induction  on  the  length 
of Y .  The  induction  step is to show  that if Y contains k 
messages at some point,  then  it will eventually  contain k + 
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1 messages: 

The  first  step  in  the  proof is to establish  the  hypotheses of 
assertions  T5  and R5,which  state  that messages  and  acknowl- 
edgements do  not arrive before  the  recipient is ready to  handle 
them.  This is actually  a  safety  property  of  the  system; it often 
turns  out  that liveness  proofs  require additional  safety  proper- 
ties. It  can  proved easily from  the  safety  specifications of the 

We now know  that  the  conclusions of T5 and R5  hold, so 
we can  reason with  the simpler forms 

Now let  us  prove  the  induction  step.  Suppose  that  at  some 
point 1 Y I = k .  Then,  applying RS’, either 

Now case l a  implies OMk+, E P (using mtr3), so case l a  re- 
duces to case 2. But  case 2 implies 01 Y I 2 k + 1 (using 
R5’). Finally,  the  system  safety  relations proved  above  show 
that case l b  implies 01 Y I 2 k + 1. This  completes  the  proof 
of the system  liveness property. m 

1V. THE ALTERNATING  BIT  PROTOCOL 

In  the field of  network  protocols,  the  alternating bit 
protocol is a classic. It was first  published  by  Bartlett, 

PROCESS A PROCESS B 
Fig. 3. The  alternating  bit  protocol.  The  transmission or receipt of a 

message is represented by a transition.  Transmissions  are under- 
iined.  The  subscripts  represent  the  sequence  number of the mes- 
sage (0 or 1). Diagonal  lines  indicate  input from or output to an 
external user. 

Scantlebury,  and Wilkinson [ 11 in  1969  in response to  a Paper 
by  Lynch [ 121. Lynch claimed that  at least two  control 
bits were  necessary tu send  messages  over  transmission lines 
that cause  errors.  (Here,  the  term  “error”  implies  that  the 
communication  medium can corrupt  the  contents  of  a mes- 
sage.) The  alternating  bit  protocol, as  shown in the  finite- 
state  machine of Fig. 3, requires  only  one  bit of  control  in- 
formation to  guarantee  reliability. 

The original protocol  consists of  two processes and  a  com- 
munication  medium;  both processes  can  send  and  receive 
data  from  outside  users. We take  a slightly different view of 
the  protocol  by  restricting  the services that  the  two processes 
provide  and  by  including  a  second  medium.  Only  process A 
will receive data  from users, and  only  process B will send data 
to users. These  changes do not significantly modify  the  prob- 
lem,  but  they  make  the  proof easier to  understand.  ProcessA 
reads data  from  an  external  unbounded  source of data 3E’. The 
history of the  data  that  the process  has  read is called X .  A 
sequence  bit  and a datum  arexombined  into  a message,  which 
is sent to process B by  way of  communication  medium mab. 
Process B receives the messages  from mab, strips  off  the se- 
quence  bit,  and  outputs  the  data  to  the  unbounded sink r. 
The  history  of  the  data  that  the process  has output is denoted 
Y.  Acknowledgments,  consisting  of a sequence  bit  and  the 
datum  “ack,”  are  sent  back to process A by way of medium 
mba. The  histories a, 0, y, and 6 record  the  messages  sent to 
and from  the  media. Fig. 5 shows the  system  diagram.  The 
media  are  modeled as single-element  buffers that  can change 
a  sequence  number to  the  constant “error.” Such a change 
represents  a  corruption  of  the  datum.  (This  model  of  cor- 
ruption is reasonable if  we assume the  existence of a  lower 
level mechanism  that  detects  corrupted messages  by  using 
a  checksum.  The  corrupted messages  can  be reported in the 
manner described  above.)  Our  goal is to show that  the  proto- 
col delivers  messages in the  correct  order, in spite of the 
possibility  of corruption  by  the  medium.  The  code  for  proc- 
esses A and B is presented in Fig. 4. 

A .  The Communication Medium 
The  communication  media assumed  by the  alternating 

bit  protocol are  somewhat  more reliable than  those discussed 
for  Stenning’s protocol. Messages can be corrupted (in a 
detectable  way),  but  they  cannot be lost,  duplicated,  or re- 
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A:  process 
var 

WaitihgForAck.  LastSent:  integer { modulus = 2 ) 

data.  ack:  item 
ackno: (0. 1, error) 
.a, 6 ,  X: brivate  history 

begin 
{ initialize ) 
WailingFotAck := 1 
LastSent := 0 

loop 
{ has  the  curtent  message  been  acknowledged? ) 

' if  (Lastsent # WaitingForAck)  then 
1 iead in new  data I 
LastSent := LartSent 0 1 
(x) . read(da1a) 

f i  

{ send  new  message ) 

mab . send(  [Lastsent,  datal ) 

{ wali  for  acknowledgment I 
mba . receive( [hckno. ack] ) 

{ is this an qcknowledgment for the  current  message? 1 
if  (ackno = WditlngForAckI  then 

WaitingForAck . =  WaitingForAck 0 I 
f i  

end loop 
end process 

Fig. 4. 

( a) 

B: process 
var 

NextRequired:  integer i modulus = 2 ) 
messno: (0, I, error) 
info:  item 
8 ,  y .  Y .  private  history 

begin 
j initialize ) 
NextRequired := 1 

loop 
{ wait  for  next  message ) 

mad.  receive(   [messno,  info1 

{ is this a  new  message? I 
i f  (messno = NextRequired)  then 

{ process new  message 1 
(7) write(info) 
NextRequired := NextRequired 0 I 

f i  

{ send  acknowledgment 1 
mba  send(  [NextRequired e 1. "ack"1 ) 

end loop 
end  process 

(b) 
Alternating  bit  protocol. (a) ProcessA.  (b)  ProcessB. 

Fig. 5 .  System diagram for the  alternating  bit  protocol. 

ordered.  The  first  invariant  expresses  this  assumption  about 
data transfer: 

vi = ai) V corrupted Oi) (mab 1 )  

(6 = yi) V corrupted (6 i ) ,  (mbal) 

where  corrupted(m) is true if the  sequence  bit  of message 
m is "error." The  corresponding  invariants  for the  communica- 
tion  media  for  Stenning's  protocol (mtrl and mrtl)  merely 
asserted that any  message that  appeared in the  output.history 
must also  appear in the  input  history. 

The  media  for  the  alternating  bit  protocol have a  fixed 
buffering  capacity  of  one  message.  This  means that  a  medium 
must be either  empty or full,  and  that  the  input  history  can 
be at  most  one  element longer than  the  output  history. 
These  facts  are  expressed  by  the  next  two  invariants: 

mab. empty = - mab. full (mab2) 

mba. empty - mba. full. (mba2) 

ifmab:emptythenla\=IPIelselaI=l~I+l (mab3) 

ifmba.emptythenIy)=i61elseIyI=I6l+l. (mba3) 

Because the  media  for  the  Stenning  protocol  had an unbounded 
capacity,  there were no invariants  analogous to  these. 

There is one liveness commitment  for  the  alternating  bit 
media. If message m is sent  an  unbounded  number of times, 
and  an  unbounded  number of  receives  are performed,  then 
message m is received correctly  an  unbounded  number of 
times.  This is expressed  by the  commitment 

uc(&, in) A u(p) 3 uc(P, m )  (mab4) 

uc(y, m)A u(6) 3 uc(6, m). (mba4) 

Note  that, this is the same  as commitments mtr3 and mrt3. 
The  Stenning  media  had  another liveness commitment,  which 
is not needed  here. 

Each  medium  provides  two services, send and receive, 
and  two  auxiliary  functions, empty and full. The services 
for rhab are  shown  below  (the services for mba are similar). 
The  pre-  and  postassertions  are the same as for  the  Stenning 
medium,  but  the live assertions  are  somewhat  different.  In 
particular,  the  send  operation  can be  blocked if the  medium is 
full. 

send (m) 
live: O(mab. empty) 3 V(after mab. send) 

receive (var rn) 
live: O(mab.. full) 3 O(after mab. receive). 

B. Safety: Process A .  
As before, we denote  the  ith  data value to  be  transmitted 

by di. The messages in history a contain a data  value  and a 
single bit of sequencing  information.  The message for  the 
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ith  datum is Mi, where 

Mi = [i mod 2, d i J .  

The  first  invariant  of  process A relates the histories X and 
a: 

3 n(X = (d& 1 A a E wj+g; cl.l, *)). (A 1) 

The  superscripts  in  invariant A1  are derived from  those used 
in  regular  expressions.  In  other  words,  when tz items  have  been 
input  to process A ,  the  output  to mab is a  sequence of re- 
peated messages: one or more  copies o fM,  , then  one  or  more 
copies  of M,, and so on, ending  with  zero  or  more  copies of 
M,. The last term is M,*, rather thanM,’, because  after  the 
operation f .read,  the  nth data  item has been  read  into X, 
but message M ,  has  not  yet  been  sent.  The  invariance  of A 1 
is easy to  see,  because  process A repeatedly  reads  a  data  item 
and  then  transmits  the  corresponding message until  it receives 
an  acknowledgement.  Although  this  invariant is considerably 
stronger  than T1, the  transmitter  in  the simplified form  of 
Stenning’s  protocol  actually  satisfies the invariant A I .  How- 
ever,Stenning’s  protocol  was designed to  deal  with  a  medium 
in which messages could  be  reordered, so the stronger  invariant 
was not necessary. 

The  second  invariant  of  process A relates the sizes of a and 
6 :  

1 6 1 G 1 a 1 ~ 1 6 1 + 1 .  (A 2 )  

This  follows  from  the  fact  that  process A repeatedly  executes 
a  loop  in  which  it  sends  a message via mab and  then  accepts 
a message from mba. 

The  third  invariant  establishes  the  correspondence  between 
acknowledgments in 6 and messages in y. In Stenning’s proto- 
col  this  correspondence  was  obvious,  because  both messages 
and  acknowledgments  contained  a Cull sequence  number.  In 
the  alternating  bit  protocol,  they  contain  only  a single bit of  
sequencing  information. However, the full  sequence  number 
can be  determined  by  examining  the  bit fields of the  pre- 
ceding messages in the  history:  a  change in parity  between 
successive elements signals a  change in sequence  numbers. 
We define #(a, i) to  be  the  number  of  changes  in  parity in a 
up  to  and including  element i ;  thus,  it is the sequence  number 
of  the  ith  element  in  the  sequence. More  precisely, 

#(a,(?) = 0 
#(a, 1 )  = 0 if a ] .  bit = 0 

#(a, 1) = 1 if a ,  . bit = 1 
#(a, i) = #(a, i - 1) if i > 1 A ai. bit = ai- . bit 
##(a, i) = #(a, i - 1 )  + 1 if i > 1 A ai. bit # ai- bit. 

Note  that  a  state  with #(a, 1 )  = 0 cannot  occur  in  this  system, 
because AI states  that if 1 a I 2 1 ,  then a1 .bit = 1. We will 
denote  the  last  sequence  number  in  the  history  by #(a), 

where 

#(a) = #a,  la I). 

Determining  the  sequence  numbers  of  acknowledgments 
in 6 is a  bit more  complicated,  because 6 may  contain  errors. 
Elements  of 6 have the  form 

[bit,  “ack”] , 

where  “bit” is an  element  of {C!, 1, error}. In  order  to  define 
# on 6 ,  we use a  projection 6 that  contains  only  the  non- 
corrupted  elements  of 6 : 

6 = project (6, bit # error). 

A projection  of  a  history  on  a  Boolean  expression  creates  a 
new history  that  contains  only  those  elements  for  which 
the  Boolean  expression is true.  The  order  of  the  elements 
of  the original  sequence is preserved in  the  projected  sequence. 
The  new  sequence 6 has  only  the  acknowledgments 
bit  equal  to 0 or  1. 

We can  define #(6, i) in  the .same way as #(a, i). 
let  the  projection 71 take  to 6 n ( i ) .  We can  extend 
6 as follows: 

with 

Now 
# to 

where #(6,0) = 0. 
We are  now  ready  to  relate  the  parity  changes of a to those 

of 6 .  The  third  invariant  for  process A states  that  the  ith mes- 
sage  is not  sent  until  the (i - 1)st  acknowledgment  has  been 
received and  the  ith  item  has  been read from x: 

The  invariance  of  this  assertion  follows easily from  the 
code:  it is only  after  a  change  in  parity is detected in S that 
a  new element is read from x and  then  sent to  a. 

C. Safety: Process B 
The  first  three  invariants  for  process B are  much  the same 

as the invariants for process A .  We can  define #(y, i) in the 
same way  that we defined #(a, i), because  neither a nor y 
contains  any  errors. Because both 6 and p can  contain  errors, 
we  define #(o, i) in the same way  as #(6, i). We also  define Ai 
as  the  pair [i mod 2, “ack”] . The first three  invariants  are 
then 

3n( lY I=nAy=~Ao*)Ol j+)~=;~OlA ,* ) )  (B1) 

The  fourth  invariant  states  that  process B’s output Y will 
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be  legitimate if its  input p is legitimate: 

(o(-corrupted (Pip \ )  2 Plpl =M#(p))) 

3 Y i ( d & y !  (B4) 

The  hypothesis of B4 (which will be  proved as a  system 
safety  property) implies that  the  uncorrupted messages in 
are  legitimate  messages  (they  contain  a  datum from X and  the 
appropriate  sequence  bit)  and  they are  preceded by  the 
appropriate  number of parity changes.  The ith  element is 
added  to Y only  after  process B receives a message with  de- 
rived  sequence  number i, and  the value that is appended  to 
Y is the  one  contained  in  the message. 

D. Safety:  System 
The  system  invariant  for  the  alternating  bit  protocol is 

the same as for  Stenning's  protocol: 

Y I X .  (SI) 

Its  proof  requires  three  further  system  invariants,  which  can 
be derived from  the  conjunction of the  module  invariants. 

The  first  invariant  relates the sequence  numbers  of  elements 
in a and p. 

#(a,IpI)-iif(P)>oA 

Vi((& = ai) 3 (#(a, z] - #(P, f )  is even)). (S2) 

Proof of S2: This  invariant is a  consequence of rnabl 
and  the  definition of #. Mab1 states 

Vj S I P I(Pj = V corrupted (&)). 

Using induction  on  the  definition  of #, we  see that  corrupting 
an  element  in  a  sequence  cannot  result in a larger  value for 
#. This  establishes  the  first clause of S2. The  second  clause 
follows  from  the  fact  that # counts  the  number of  changes  of 
parity!. The  sequences  start  out  with  the same  parity  (the 
parity of the  empty  sequence is 0), and  end  with  the same 
parity  (because ai = pi). Thus,  either #(a, i )  and #(p, i) are 
both  odd  or  they are both even. In  either case their  difference 
is even. m 

Because #(y) and #(S) are  related  in the same  way as 
#(a) and #$), we have a similar  invariant  relating  their  values: 

#cy, 16 l)-#(6)2OA 

Vi((& = ri) 3 (#(y, i) - #(ti, z] is even)). (S3) 

Finally, we add an  invariant that relates the # values of all 
the  histories in the  system. 

(IXl-#(a))+(#(a)-#GO))+(#CC)-IYI> 

+(lYI-#(y>>+(#(y)-#(6))+(#(6)+ 1-lXl)  

= 1 A each  term in the sum is between 0 and 1. (S4) 

This  invariant  implies that  there is at  most  one  point  in  the 
system  where  there is a message to be  processed. 

Proof of S4: Algebraic  simplification  establishes  that the 
sum in S4 is 1. The  fact  that  each  term is nonnegative  follows 
from  the process  invariants  and  the  system  invariants  just 
proved. 

(IXl-#(a))>OA(#(S)+ 1 - l X l ) ~ O  (A31 

( ~ ) - l ~ l ) ~ ~ A ( l ~ l - # ( ~ ~ ~ ~ ~  (B3) 

(#(a> - #GO>> > 0 A (#(TI - #(W 2 0. (S2 ,  S3) 

Because  each  difference is nonnegative,  and  their  sum is 1 ,  
each  term  in  the sum must be no greater than 1 .  

We are  now  ready to prove the  system  invariant S1, that 
is, Y 5 X .  

Proof of S I :  To prove S1, we need to prove  the  hypothesis 
of B4, that is, 

\ 

o(-corruPted (PIpI) 2 P I  p l  = M # ( @ )  ). 

Let rz = I p I. We know  from nzab 1 that 

-corrupted (0,) 3 p, = a, 

and  from A1 that 

a,  =M#(, ,n) .  

So the  hypothesis of B4 will be  proved  once we have shown 

-corrupted Con) 3 (#(a, n)  = #@, n)) ,  

that is, that or and 0 assign corresponding  sequence mmbers 
for  the  last  element in unless it is corrupted. 

Now  assume - corrupted (p,). We know  from S4 that 
#(a) - #(p) < 1 .  We can  rewrite  this  difference,  using  the 
fact  that #(p, n)  = #(p) to  obtain  the  equivalent  relation 

(#(a> - #(a, n)) + (#(a, n) - HP, ? I ) )  1 .  

The  first  term  in  the sum is nonnegative, given the  definition 
of # and  the  fact  that ma63 implies 

laI2=1/3I=n. 

Thus,  the  second  term  must  be  no  greater-  than 1 ;  it is also 
nonnegative  and  even (S2). Because the  only  nonnegative 
even  integer less than 2 is 0, we have the  required  result  that 

This  establishes  the  hypothesis of B4, so we can  conclude 
Y 5 (d i )E( f ) .  The  relation Y 5 X then  follows  from 
A l .  

E. Liveness: Processes A and B 

#(a, n )  = #(P, n). 

Now let us consider the liveness  specifications of process A .  
They  consist  of  four  commitments.  First,  the  process will 
initially put  something  into  the  buffer nzab, because  there is 
no way it can  become  blocked  before  one  value is put in. 
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Init 3 Omab.  full. (A 4) 

Second, if the  process  does  not  become  blocked,  the  out- 
put  history a grows without  bound: 

nornab.  empty A o0mba. full 3 u(a). (A51 

We justify A5 by  noting  that if there is no blocking,  then  one 
message is sent  on  each  cycle  of  the  loop. 

The  third  commitment  states  that whenever there is some- 
thing in buffer  mba,  there will eventually  be  something in 
buffer  mab: 

mba. full 3 Omab.  full. (A 6 )  

To see that  this is the  case,  note  that process A repeatedly 
executes  its  loop unless it is blocked  because nzba  is empty 
or  because  mab is full.  Given the  hypothesis  that  mba is full, 
the  next  execution  of  the  loop  body  cannot  become  blocked 
at  mba.receive.  Thus  it  either  adds  an  element to  mab or 
becomes  blocked  because mab.is  full, In either  case, we have 
Omab.ful1. 

The  fourth  commitment is a promise to  start sending the 
next  data  item as  soon  as the  current  one  has  been  acknowl- 
edged: 

u ( a ) > Y j ( # ( 6 ) ~ i > ( ~ ~ ( c u , M j + l ) V O ( # ( 6 ) ~ i +  1)). 

( A   7 )  

The  hypothesis of A7 implies that  the process  does  not 
become  pemanently  blocked.  Under  that  assumption, if 
process A receives  acknowledgment j ,  then A starts to  send 
message j + 1; it will send that message  an unbounded  number 
of times  unless it eventually  receives  acknowledgment i + 1. 

Next  consider  the liveness  specifications  of  process B. 
There  are  three  commitments,  and  they  are  essentially  the 
same  as A5-A7. (There i s  no commitment  analogous  to A4,  
because  process B can  be  blocked  before  it  produces  any 
output.) 

o0mba.  empty A nomab.  full 3 ~ ( y ) .  (B5) 

nzab. full 3 Omba. full. (B6) 

47) 3 

‘di(i(#(p) 2 i 3 (B7) 

(O( I Y I 2 i) A (~47, Ai)  V O(H0) 2 i + 1 1))). 

F System Liveness 
System  invariant S I  states  that if any  output  appears in 

Y ,  it is the same  as the  input in X .  The liveness property  that 
we want to prove is that  the  length  of  the  output  history 
increases without bound: 

U(Y) .  (S5) 

Our  proof will  be structured  much like the  proof of  system 

liveness for  Stenning’s  protocol.  The  first  step  will  be to show 
that  the  buffer  histories grow without  bound,  that is, that 
values  are  repeatedly transmitted  between  the processes.  This 
will establish the  hypotheses  of  the  process  commitments 
A7 and B7, and  system  liveness  follows,in  much  the  same  way 
as before. However, the reason that  the  buffer  histories grow 
without  bound is somewhat  different in the  two  protocols. 
In Stenning’s  protocol,  the  transmitter  included  a  timeout 
mechanism that  repeatedly  retransmitted messages that  had 
not  been  acknowledged.  Thus,  the  transmitter  caused a to 
grow unboundedly,  and  then  the  commitments  of  the  com- 
munication  medium and the receiver  guaranteed  that 0 would 
grow unboundedly.  The  alternating  bit  protocol  does  not rely 
on timeouts.  Instead,  the  transmitter sends a message  each 
time  it  receives an acknowledgment  from  the  receiver. If the 
receiver stopped  sending  acknowledgments,  the  transmitter 
would  become  blocked  and  stop  sending  messages,  and vice 
versa. Because the  buffers have a  bounded  capacity,  each 
process  could  also  become  blocked if the  other  stopped re- 
moving items  from  its  input  buffer. Our proof  must  establish 
that  the processes cooperate in such  a  way  that  neither be- 
comes  blocked. 

To  demonstrate  this  cooperation, we need the following 
system  invariant,  which  implies that  at  most  one of the  com- 
munication  buffers can  be full at  any time: 

-(mab.  full A mba. full). (S6) 

Proof of 5’6: Consider the  equation 

~ l ~ l - l P l ~ + ~ l ~ l - l ~ l ~ + ~ l ~ l - l ~ l )  
+ ( ( 6 ( +  l--(cu()= 1. 

This is obviously  an  invariant,  because the  left-hand side  of 
the  equation simplifies to  1. Moreover,  each  term in the sum 
is always between 0 and 1;  the  proof is similar to  that of S4, 
using  invariants A2,  mab3, 8 2 ,  and 1?1ba3. This  means  that 
at  any  time,  exactly  one  term in the sum is equal to 1 and  the 
rest are  equal  to 0. Now mab3 and mba3  imply 

m a b . f u l l - ( l a l - l P I =  1) 

mba. full ( I  y I - 16 I = 1). 

Because at  most  one of  these  differences  can  be  positive  at 
a  time,  at  most  one  buffer can  be  full at  a  time. 

We are  now  ready to prove the  “no  starvation”  commit- 
ment 

u(a> A N - 9 .  (X71 

Proof of S7: We will prove ~(0); u(a) will follow  from 
mab3. We can  use B5 to  establish ~(0): it is onlynecessary  to 
show 

o0mba.  empty A o0mab.  full, 

or, equivalently, 

00- mba.  full A oOmab.  full. 
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To  show oOmab.ful1,  we  will show that  there is some  time at 
which  mab.ful1 is true,  and  that if it is true  at  any  time i 
there is a  later  time k at  which it is true again. The fact that 
mab.ful1 is true  at  some  time  comes  from  the  commitment 
A4.  Now  suppose i is some  time  at  which  rnab.ful1 is true. 
By B6,  there is a  time j 2 i such  that mba.ful1 is true  at  time 
j. But  rnab.ful1 and mba.ful1 cannot be true  at  the  same  time 
(S6), so j > i. Now by A 6 ,  there is a  time k > j such  that 
mab.ful1 is true  at  time k. Thus,  for  any  time i at  which 
mab.ful1 is true,  there is a  later  time k at  which it is true again. 
This  implies oOrnab.ful1. Because only  one  buffer  at  a  time 
can  be  full,  this  implies 00 - mba.ful1, and  that  completes 
the  proof  of S7. 

Note  that  this  proof  has  been  carried  out  quite  informally, 
to  avoid introducing  a  number  of  temporal logic theorems 
that are  not  important  in  this  context.  A  more  formal  proof 
can  be  constiucted using the axioms  and  theorems  presented 
by  Hailpern [7, Appendix A] . 

Having  proved that  the  hypotheses  of A7 and B7 hold, we 
know  that  the  conclusions also hold: 

W(#(S 2 i 1 (uc(a, Mi+ 1 V V(H6 1 2 i + 1 )>> (A   7 ' )  

W(W) 2 i 3 (O( I Y I 2 13 A (MY, Ai) 

V O(W) 2 i + 1 I>>). (B7') 

We are  now  ready to prove the system  liveness property 

Proof ofS5:  The  proof  of S5 is similar to  the  proof  of  the 
corresponding  property  in  Stenning's  protocol (S2) .  

V. CONCLUSION 

s5. 

In  addition  to  the  protocols  presented  here, we have 
proved the  correctness of Brinch  Hansen's  multiprocessor 
network [4]. We have found  that  program  verification  tech- 
niques  can  be  used to  prove the  safety  and liveness of network 
protocols  that  handle an  unreliable  medium. By insisting on 
modular  decomposition  and  restricting  the view of  implemen- 
tation  details, we are  able to  manage the  complexity of pro- 
gram proofs.  Temporal logic is an important  tool,  which allows 
us to  state liveness properties  in  a  clear,  consistent  manner. 
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